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REF: STATE 067995, STUTTG ART 0250 OF APRIL 1974 

SUMMARY 

LOCAL RADIO AND TV STATIONS ANNOUNCED LAST NIGHT, 

FOLLOWED BY THE LOCAL PRESS THIS MORNING THAT AN INDUSTRIAL 
ESPIONAGE RING HAD BEEN DISCOVERED IN GERMANY. 

ACCODRING TO THESE REPORTS, TWELVE PERSONS WERE ARRESTED 
IN THE LAST DAYS OF DECEMBER 1974, NINE ARE STILL UNDER 
CUSTODY, AND THE GROUP IS ACCUSED OF STEALING COMPUTER 
TECHNOLOGY FOR A SECRET SERVICE ORGANIZATION IN THE 
"EAST BLOC". ONE OF THOSE ARRESTED IS KNOWN TO THE CONGEN. 

END SUMMARY. 

1. ON DECEMBER 22, ACCORDING TO THESE REPORTS, TWO MEN 
OF THE RING WERE ARRESTED IN FRANKFURT WHILE TRYING TO TAKE 
PICTURES WITH A MICRO-MOVIE-CAMERA OF THE MAINTENANCE 
REGULATIONS OF AN IBM COMPUTER INSTALLED IN A LARGE 
COMMERCIAL ENTERPRISE THERE. INVESTIGATIONS IN FRANKFURT, 
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DUESSELDORF, SOLINGEN, KREFELD AND STUTTGART LEAD TO THE 
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ARREST OF ANOTHER NINE PERSONS. THE FEDERAL PUBLIC 
PROSECUTOR, SIEGFRIED BUBACK IN KARLSRUHE, HAS STRONG 
SUSPICIONS THAT THE ACCUSED HAVE SINCE THE SPRING OF 
1973 DELIVERED TO THE SOVIET SECRET SERVICE OPERATION 
REGULATIONS, WIRING DIAGRAMS, MAINTENANCE INSTRUCTIONS, 
MAGNETIC TAPES AND MICRO PROGRAMMING DISCS, AND RECEIVED IN 
RETURN AT LEAST DM 272,000 AS REIMBURSEMENT. WHEN SEARCHING 
THE OFFICES AND HOMES OF THE ACCUSED, INVESTIGATION OFFICIALS 
FOUND EXPOSED FILMS, HIGH QUALITY PHOTOGRAPHIC EQUIPMENT, 
MINIATURE CAMERAS OF SOVIET MANUFACTURE AND A LARGE AMOUNT 
OF MONEY. ONE OF THE ACCUSED HAD DM 86,000 IN HIS POCKET 
AT THE TIME OF ARREST, ANOTHER DM 76,000 IN HIS BANK SAFE. 

2. THE OFFICE OF THE FEDERAL PROSECUTOR STATED THAT THE 
RING WORKED IN THREE GROUPS: ONE OBTAINED THE MATERIAL, 

THE SECOND TRANSFERRED IT TO THE THIRD AND THE 

LATTER WAS RESPONSIBLE FOR TRANSMISSION TO THE SECRET SERVICE. 
THE RING RECEIVED ORDERS TO PROVIDE INFORMATION IN THE 
INDUSTRIAL FIELD ONLY, IBM EQUIPMENT AND COMPUTER 
TECHNOLOGY WAS THE MAIN TARGET. AMONG THE ARRESTED IS ONE 
IBM EMPLOYEE SPECIALIZING IN MAINTENANCE WORK. NO NAMES 
OF PERSONS OR FIRMS HAVE BEEN GIVEN. THE PERSONS ARRESTED 
WILL PROBABLY BE CHARGED WITH ESPIONAGE , AS WELL AS 
WITH THEFT, EMBEZZLEMENT, BRIBERY, VIOLATION OF REGULATIONS 
GOVERNING EXPORTS AND COMMERCIAL COMPETITION. 

3. FROM LOCAL SOURCES THE CONSULATE GENERAL HAS LEARNED 
THAT MATHIAS WI JR ZINGER IS AMONG THE ACCUSED. WUR ZINGER 
APPROACHED THE CONGEN LAST YEAR IN A BID, HE SAID TO CLEAR 
HIMSELF OF INVOLVEMENT WITH PETER LORENZ, UNTIL THEN 

HIS EMPLOYER AND SUSPECTED OF DELIVERING IBM COMPUTERS 
TO THE USSR IN VIOLATION OF US AND FRG EXPORT REGULATIONS 
( SEE STUTTGART'S 0219 OF MARCH 27, 1974, A-40 OF APRIL Q1974, 

AND STATE 067095.) WE HAVE ALSO HAVE BEEN INFORMED THAT 
WURZTNC.ER EFFECTED ILLEGAL ENTRY INTO THE IBM HEADQUARTER 
IN STUTTGART ON SATURDAY, APRIL 20,1974 USING THE IBM 
IDENTIFICATION CARD OF ONE HUBERT MIELISCH, WHO WAS 
KILLED IN AN AUTOMOBILE ACCIDENT IN THE EVENING OF THE SAME 
DAY. IBM HAS INFORMED THE STUTTGART PROSECUTOR OF THE 
INCIDENT. AMONG THE PERSONS ARRESTED IS HERR WEISE, A PARTNER 
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OF THE DUESSELDORF COMPANY COD, AND INVOLVED IN ONE OF THE 
LORENZ DIVERSIONS OF IBM COMPUTER EQUIPMENT TO THE SOVIET 
UNION. 

4. LOCAL OFFICIALS HAVE ALSO INFORMED THE CONGEN THAT ALL 
PERSONS ARRESTED ARE GERMAN CITIZENS, AND THAT THE CASE IS 
BEING DIRECTED AT THE FEDERAL LEVEL! BUNDESKRIMINALAMT). 
JENKINS 
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